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Goals

DESIRED OUTCOME

* Jo understand Google Hacking
« Attacks and defenses
» Advanced tools and techniques

e Jo survey the best publicly available
sources

e To blow your mind!
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Introduction/
Background

GETTING UP TO SPEED
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Open Source Intelligence

SEARCHING PUBLIC SOURCES

OSINT —is a form of intelligence
collection management that involves
finding, selecting, and acquiring
information from publicly available
sources and analyzing it to
produce actionable intelligence.
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Quick History

GOOGLE HACKING RECAP

2004 GHDB MSNPawn
Established vl Released
May 2004 Feb 2005
SiteDigger Google
vl Released Hacking
Book
Published
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Quick History

GOOGLE HACKING RECAP

Dec 2006 Nov 2007
Google stops Google
issuing SOAP Hacking v2
API keys Published
MSN Mar 2008
disables cDc Goolag
inurl:, link:, Released
and

linkdomain:
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Quick History

GOOGLE HACKING RECAP

Jun 2009 Nov 2009
Bing goes Binging
live Released
Sep 2009
Google
shuts down
SOAP Search

API

Wi

of STACH&LIU

Dec 2009
SiteDigger
v3 Released



Quick History

GOOGLE HACKING RECAP

2010 Goolag.org
Disappears
April 2010
GoogleDiggity and

BingDiggity Released
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Threat Areas

WHAT YOU SHOULD KNOW
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Google/Bing Hacking

SEARCH ENGINE ATTACKS

e Our favorites are Google and Bing
e Crawl and Index
 Cache and RSS are forever
« Query moditiers
* sife:target.com
* related:target.com
e filetype:xls
¢« p:69.63.184.142

o STACH&LIU
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Attack Targets

GOOGLE HACKING DATABASE

 Advisories and Vulnerabilities (215)
 Error Messages (58)

e Files containing juicy info (230)

e Files containing passwords (135)

e Files containing usernames (15)

e Footholds (21)
e Pages containing login portals (232)

o STACH&LIU

Pages containing network or

vulnerability data (59)

Sensitive Directories (61)

Sensitive Online Shopping Info ()
Various Online Devices (201)
Vulnerable Files (57)

Vulnerable Servers (48)

Web Server Detection (/2)
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Attack Targets

GOOGLE HACKING DATABASE

Examples
Error Messages

e filetype:asp + "TODBC SQL”
« "Warning: mysqgl_queryl)" "invalid query”
Files containing passwords

o inurl:passlist.txt

o STACH&LIU
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Google Hacking Toolkit

STATE OF THE ART

« SiteDigger v3.0
« Uses Google AJAX API
* Not blocked by Google
e But restricted to 64 results/query

* Binging
* Uses Microsoft Bing search engine
e Limited domain/ip profiling utils

« Gooscan, Goolag
« Work still, but get blocked by Google bot detfection
 Download sites not longer around

o STACH&LIU
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Google Hacking Toolkit m

FOUNDSTONE SITEDIGGER

F5 SiteDigger g@

omain;  [EEe = [Optional]
Scan Clear

ed Entry Info:

1 "Index of /backup’ F142 The robots.tat file serves as a set of instuctions for web
2intitle:"Index o' " htpasswd' htpasswd bak F31 Il crawlers. The "dizallow' tag tellz a web crawler where nat to
Firtitle:"Indes of" index. hitml bak, F1 loak.

4 intitle:"Index of" index. html bak. F176
B intitle:"Index of" indew. html™ F178

B inhitle:"Index of" index. jzp.bak F3

7 intitle:"lndex of index. php.bak F2

8 inhitle:"Index of index. php.bak F177
Jintitle:"Indes of* indes.php™ F173
10 intitle:index.of .bash_history F19

11 intitle:indes.of .sh_history F20
12 inurlbackup intitle:indes. of inurl: admin F141

Categom
Te
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Google Hacking Toolkit m

BINGING

-

-~ Binging g Cl

Configuration Byctian Filker
Search Query: | sitesstachliu.com Unique Haosts Unique Urls
sp | [ 2 Lrieims O s
Mo of result: 50 default 50, max 1000 [] Regex
Cukput
hittp: # e stachliv, com, [i]

kitkp: A Ay, ztachliv, comdcollizions, kbml

kitkp: £ A stachliu. comdreseanch_collisiong. himl

kitkp: A A stachliv, comdmddcoll.c

kitkp: £ A stachliv, comdmdBooll.c

hittp: e stachliv. comfiles/CEIC2006-0 efeating_Forensic_dnalysiz. pdf
kitkp: Ay, stachliv. comdresearch_publications. kbl

kitkp: A A stachliv. comdcallizions. html Ycoral-no-zemve —
kitkp: A stachliv, comdcompary. html

kittp: £ A stachliv. comdreseanch. html

hitkp: & e, stachliv, comédtraining. hitml M

labbee A A sbamblion cara fmae arebiues bbeal
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NEW GOOGLE HACKING TOOLS

DEMO

o STACH&LIU
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New Toolkit

STACH & LIU TOOLS

GoogleDigity
 Uses Google AJAX AP
* Not blocked by Google bot detection

» Can leverage Google custom search

BingDigity
« Company,/Webapp Protiling

e Enumerate: URLs, IP4o-virtual hosts, efc.

* Bing Hacking Database (BHDB)

e Regexs in Bing format

o STACH&LIU
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Defenses

GOOGLE/BING HACKING DEFENSES

"Google Hack yourselt” organization
 Employ tools and techniques used by hackers

Policy and Legal Restrictions

Regularly update your robots. ixt

Data Loss Prevention/Exirusion Prevention Systems

Social Sentry
» Service to monitor employee Facebook and Twitter for $2-$8 per
employee (MySpace, YouTube, and LinkedIn support by summer]

o STACH&LIU
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Google Apps Explosion

SO MANY APPLICATIONS TO ABUSE

Google alerts GOOS[@

Gongle reader PhoneBook

Google custom search ,,
Gogogle
GOO &

code search labs

Google code Goog[e health

GOC)ST&? public data explorer

labs

Google Insights for Search

beta

&8 STACH&LIU 20



Google PhoneBook ~ $098le

SPEARPHISHING

GO Ogle ‘phonebook: schmidt, eric | [ Search PhoneBook ] [ Search the \eh | Preferences

PhoneBook
Residential Phonebook Results 121 - 150 of about 209 for phonebook: schmidt, ef
Eric Schmidt ED s (952)403-9689 8 1761 Countryside Dr . Shakopee, MN 55379-4451 Iap
Eric Schmidt B0 (B15) 522-6299 8 413 Prairie St Kirkland, IL 60146-0000 Map Google CEO - Eric Schmidt
Eric Schmidt B2 - (636) 942-39494 8 6404 Lipizzaner Drmperial, MO 63052-4142 Map
Eric Schmidt B . (618)644-9277 8 2260 Steinkoenig School R Highland, IL 622438-4006 Map
Eric Schmidt B2 (715) 32452320 N17082 Roth Ln,Pembine, Wl 54156-0000 Idap
Eric Schmidt WD, (360) 854-0973 0 24400 Mckendree Ln,Sedro Woolley, WA Map
88284-7814

Eric Schmidt B5 .. (650)964-4017 @3 Mountain View, CA 94043-0000 hdap

ric schmi = = 41 Rardwood Ur,Rermon, Me U4l 1-UZ24 Map
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Go0ga
Google Code Search 2008«

VUINS IN OPEN SOURCE CODE

* Regex search for vulnerabilities in public code
 Example: SQL Injection in ASP querystring
e select. *from. *request\.QUERYSTRING

GOL)S.Q code search kelect from *request. QUERYSTF Advanced Cade Search

labs I I
1y idis SQL injectable
Code reply idis SQLin) Results 1 - 10 of about 2,000
guerystring parameter
post.asp
45: strggl ="SELECT * from reply where reply id = (' & Request.QueryString ("reply_id") }
46: meg = "<br><brix¢04£° 000 ATAARx:A0° T 1A O+ 2 AATTEEOT T

57: strigl ="SELECT T Message from Topics where Topic id = " & Request.QueryString("reply_id")
58: meg = "<br><brrx¢04i°0s0D ATAGAx-ART *TAIGL 2 AATLAMO4 STxA, "

wiay.crnarts.netfeweb/downloadisoftware/bbsitradeforum zip - Unknown - ASP - More from tradeforum zip »
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GOOGLECODE SEARCH HACKING

DEMO

o STACH&LIU
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SHODAN

HACKER SEARCH ENGINE

SHODAN Computer Search Engine

e Scans and probes the Internet for open HTTP ports
and indexes the headers returned in the response

e Profile a target without directly probing their systems
» Discover specific network appliances

e Easily find vulnerable systems!

SHODAN

Computer Search Engine

o STACH&LIU
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Target NAS Appliances

SHODAN

Computer Search Engine

th

S DA

“Server: NAShttpd™

Results 1 - 10 of about 10 for " Server: NAShttpd™

» Top countries matching your search  Spain

European Union
United Kingdom
Italy

MAS device located ’

60.14.108.1 3

oo.fr
HTTP/1.0 401 Unauthorized
Date: Fri, 25 Jan 2010 00:32:03 GMT

Connection: close

LLagny-156-34-13-13.w80-14.abo.wanad

Default user is 'admin’

Content-type: text/html

Www-asthenticate: Basic :ealm@afzu!t USER:admin"

Server: NAShtipd

Options

- -k NN

o STACH&LIU
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SHODAN

Target SCADA Conprsea S

CRITICALINFRASTRUCTURE SECURITY

« Supervisory confrol and data acquisition

Fleaze Enter User Mame: Iadmin

Fleaze Enter Passwor d: I ”””””

4@ STACH&LIU %



SHODAN

Target SCADA

CRITICALINFRASTRUCTURE SECURITY
« SHODAN: Target Aquired!

8

BE | | B8 TP
e R

&8 STACH&LIU §



Black Hat SEO

SEARCH ENGINE OPTIMIZATION

« Why use real news eventse

* Black hats make their own take news
o Faux celebrity sex tape anyone?
 Send to college students

e |t works!

o Other scammers imitate what works

o STACH&LIU 28



Google Trends Google

BLACK HAT SEO RECON

Help | Sign in ||:| Download as C5% | English (US) »

Google Insights for Search

beta

Top Google searchs

Compare hy Search terms Filter over past 6 years
® Zaarch terms Tip: Use a comma asshorthand to add comparisen items. (tennis, squash) |WEb Search M ///

. ™ - -
O Locations |Allasearch 1 | |United States || All subregions| v rmetros [+

+

O Time Ranges

Fake lyrics web sites setup to appear in 2004 - present [iv]

Google search resuks, infect you with |A|| Categories ” - ]

malware upon clicking

Web Search Interest
United States, 2004 - present

Lada Gaga, Rihanna lyrics sites used to foist Java exploit}__

Dan Kaplan April 14, 2010 i @
L PRINT 7] EMAIL [JREPRINT [PERMISSIONS FONT SIZE AA|A umr

Ag expected, virus writers now are actively exploiting a zero-day Sun RELATED ARTICLES

2. you
M’\arpgwahi“*-'m&" ﬁm%.ﬂm;ﬂnuah‘_qmr L gt s

Search terms

Top searches

4@ STACH&LIU 29




Defenses

BLACKHAT SEO DEFENGSES
« Google SateBrowsing plugin
 No-script and Ad-block browser plugins
o Install software security updates

e Stick to reputable sites!
« Google results aren't safe.

o STACH&LIU
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Metadata Attacks

DATA ABOUT DATA

e It's everywherel
e In documents (doc, xls, pdf]
* In images

e \What can be data mined?

Usernames, emails

File paths

Operating systems, software versions
Printers

Network information

Device information

o STACH&LIU
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FOCA

AUTO METADATA MINING

« Automated doc search via Google/Bing
» Specifty domains fo target
» Automated download and analysis of docs

|=/File ()Searchfiles J# Analize Metadata .} Options 5 About

[ Project | MNetwork data
d Extensions
{8 cern [Wdoc [Vippx [ sd [V] pdf
& | Project %m %;.: Ilgn; [V] wpd
= i vipps W ¥] o
g1 i'/D oo en ts (1263) Protect your we_b:itt against DLP Wxs [ow [7odg
& Liste4el-513v2 s through office documents [¥] docx a0e odp
g Usens -
= Dates () Search Al
s, Other Metadata
& — MetaData id Type URL Download Size Anslized N+
g Users (1) (3117  ds  http/Awww.cem .ch/sm18public/dipoleAo%20do%20ist/TO% 2000 %20LISTH20FOR%2... X M45KB x -1
(3 Folders (1) %ﬂs ds  http//www.cem .ch/sm18public/sssAemplate/ Template_OHMS_CQR xis x 2145KB X -
& Pinters (0) 119 s hitp//www.cem.ch/cms_tmb/PERSONAL Vanhala/bigwhesl/Photoreports/disk_defds 122KB x
&5 Software (0) 36]120  ds  hip://www cem ch/cms_tmb/PERSONAL Vanhala/bigwheel/Photorepors /exterior_whe... X 645KB X
£4) Emais (0) %]121  xs  hitp//www cem ch/cms_tmb/PERSONAL/Vanhala/bigwheel/Photoreports/interior_whe . X 2455KB X
3€]122 s ttp-//www cem.ch/cms_tmb/PERSONAL/Vanhala/bigwheel/PhotoreportsAited whesl... 2195KB X

4@ STACH&LIU 32



Defenses

METADATA MINING DEFENSES

e Implement a policy to review files for sensitive
metadata before they're released

* Run metadata extraction tools on your resources
o Utilize metadata cleaning tools

* Digital Rights Management ([DRM\| tools

o STACH&LIU
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Advanced

Defenses

PROTECT YO NECK

o

>y
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Existing Defenses

"HACK YOURSELF

v’ Tools exist

X Convenient

X Realtime updates

X Multi-engine results

X Historical archived data

X Multi-domain searching

4@ STACH&LIU
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Advanced Defenses

NEW HOT SI1ZZLE

Stach & Liv now proudly presents:

« Google Hacking Alerts
* Bing Hacking Alerts

4@ STACH&LIU
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ADVANCED DEFENSE TOOLS

DEMO

@ STACH&LIU



Advanced Defenses

GOOGLE HACKING ALERTS

Google Hacking Alerts

o All GHDB/FSDB regexs using Gomg[e alerts
* Realime vuln updates to 1643 hack queries via RSS

* Organized and available via Google reader importable file

5 stachlivd@gmail.com | Settings | FAQ | Sign out

|
Gotjgle alerts Manage your Alerts GHDB regexs made into
Google Alerts
Switch to text emails | Export alerts

Your Google Alerts
Search terms N Type How often Email length Duoliseorto

[J IHost="" intext-enc_UserPassword=" ext-pcf Web as-it-happens up to 50 results Feed £ edit
Yiew in Google Reader)

[ "# Dumping data for table (usermameluseruserslpassword)" Weh it-hannan uato S res Feed By edit
“iew in Google Reader

: RSS Feeds generated that -

[ "# Durnping data for table" Weh track new GHDB vulnerable Fn_aed Erﬂ edit
pages in real-time “iew in Google Reader

E "# phptdyAdmin WMySOL-Durmp” "INSERT INTQ" -"the” y Web Feed ) edit

Wiew in Google Reader

@ STACH&LIU 38



Advanced Defenses

GOOGLE HACKING ALERTS

ddd

Google reader

B3 2dd a subscription |

Al iterms

'| SEarch|

James Bond needs help!
mySQL error page snippet conveniently
provided in RSS summary

Google Alerts - "mySQL error with query™

Home

All items (1000+)

Starred items %%
Your stuft

Trends ol

Browse for stuff

People you fallow

~

) Advisories and Vulner... (1000+)
7 Error Messages (1000+)
7 Files containing juic... (1000+)

7 Files containing pass... (668)

7 Files containing user... (184)

Several thousand GHDE vuln
alerts generated in a day

ms - all items | Mark all as read v| Refrash | Feed settings. .. v|

al User Registration W Sql Sql Php Error Php - sites.ini modified master. passwd mysgl hig es MickSery registration pas

07 vista error 0xB0070002 - vy =gl error with guery format error magic number woe fatal ey

ftion error code 132 1607 run time

IMTO nucleus_plug

Subscriptions -

¢ James Bond 007 :: MIG - The Home Of James Bond - myS0L errar with query SELECT c.citem as itemid, c.cnumber as ¢
James Bond 007 :: MI6 - The Home Of James Bond

mySQaL error with query SELECT c.citern as itemid, c.cnumber as commentid, c.chody as body, c.cuser as
user, c.omail ag userid, c.cemail as email, ..
wewy 1THB. co. uk/miB . php3inews/index. php?iternid.. ...

mentid, ¢.chod

Femuove star (2] Like Share Share with note Email Keep unread Edittags: Error Messages J

biroa¥izHN - myS0L errar with query SELECT COUNT(™) AS result FROM nucleus_actionlog: Can't open file: ‘nucleus_actionlog. ME

mySQL error with query SELECT * FROM nucleus_blog WHERE bnumber=1 ... - my =00 errar with query SELECT * FROM nucleus_cs

@ STACH&LIU
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dvanced Defenses

BING HACKING ALERTS

Bing Hacking Alerts
* Bing searches with regexs from BHDB
e leverage '&ormai=rss’ directive to turn into update feeds

GOUS'E reader All itemns - | Search |
Navigation | Bing: "mySQL error with query" » Shaw: Expanded - Lis
Show: 5 new items - all items | Mark all as read | ~ | | Refresh || Feed settings... ~ | show detail
www.Kloosterman.be - mySCIL error with guery SELECT popfile a3 piile, .event as event FROM Apr 13, 2010
The Shadow Project - Blog - mySClL error with query SELECT COUNT(™) FROM nucleus_comment as ¢ WHERE Apr 13,2010

Hou-Hou Blog : tunisie blogs - mySCQL error with query SELECT inumber as itemid, 1iblog 25 blog, 1itite as ttle, body  Apr 13, 2010
Hou-Hou Blog : tunisie - mySCIL error with query SELECT Linumber as itemid, Liblog as blog, [ititle as title, 1ibody a3 Apr 13, 2010
www.radiosonic.it - mySOL error with guery SELECT * FROM nucleus_config: Table 'Sgl99301 1. nucleus_config! Apr13, 2010
Hou-Hou Blog : george bush - myS0QL error with guery SELECT iinumber as iternid, iiblog as blog, itite as tite, ibody a5 Apr 7, 2010
PHP /MYSQL - Error with queny - ClanTemplates - PHP /MyS0L - Error with query Programming . Programming Got Apr s, 2010

b wwwy tUEE NI - rySQL error with guery SELECT * FROM nucleus_config: Tahle 'poiplggn_tutje nucleus_config' doesn't exist  Apr g, 2010
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Future Direction

PREDICTIONS

4@ STACH&LIU



Future Directions

PREDICTIONS

Data Explosion

e More data indexed,
searchable

 ReaMHime, streaming updates

 Faster, more robust search
interfaces

Google Involvement
o Filtering of search results

o Better GH detection and
tool blocking

@ STACH&LIU

Renewed Tool Dev
« Google Ajox APl based
* Bing/Yahoo/other engines

» Search engine aggregators

» Google Code and Other Open

Source Repositories

o MS CodePlex, SourceForge, ...

e More automation in tools

e Realtime detection and
exploitation

« Google worms

42



Future Directions

REAL-TIME UPDATES
GO()gle obama Advanced Search

Web » Updates [=]Hide options Results 1 - 10 of about 4 for obama. (0.58 seconds)
All results 2010 > April» 20 - 21
Images

prm

« fam Tpm Tam

(New results will appear below as they become ) Top links

available. Pause Obama to discuss Supreme Court pick with party

leaders - CNN.com

President Obama is expected to meet with key
Republican and Democratic leaders Wednesday to
discuss a replacement for retiring Supreme ...

|danah - Twitter - 1 minute ago http:/Aww.cnn.com/2010/.../obama.. findex.html
All mentions »

Helen Thomas on her one question for Obama
YouTube - Helen Thomas on her one question
for Obama - youtube.com

» Latest

Reset options

Obama falters on immigration reform promises ~ Obama Supreme Court Pick: President Talking

m #usnews #news With Possible High ...
| Real-time updates! |, reform, Obama’s priorities shift - WASHINGTON — Pushing forward with one of his
—urh - latimes.com most consequential decisions, President Barack
Obama has begun informal talks with ...
@ filterednews - Twitter - 1 minute ago http:/Aww huffingtonpost.com/.. /obama-supreme-

@ STACH&LIU



Questionse

Il try to answer it. ..

For more info:
Email: contact@stachliv.com

Stach & Liu, LLC

www. stachliu.com



Thank You
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